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How can we keep our data secure?



Put your white hat on



Authentication

• Ownership Factors - something the user has

• Knowledge Factors - something the user knows

• Inherence Factors - something the user is



Passwords

Image Source: XKCD

http://xkcd.com/936/


Cracking Passwords – Brute Force

•aaaaaa

•aaaaab

•aaaaac

•aaaaad

•aaaaae

•aaaaaf

•aaaaag

•aaaaah

•aaaaai

•aaaaaj

•aaaaak

•aaaaal

•aaaaam

•aaaaan

•aaaaao

•aaaaap

•aaaaaq

•aaaaar

•aaaaas

•aaaaat

•aaaaau



Rainbow Tables

1. 123456

2. password

3. 123456789

4. 12345678

5. 12345

6. 111111

7. 1234567

8. sunshine

9. qwerty

10. iloveyou

11. princess

12. admin

13. welcome

14. 666666

15. abc123

16. football

17. 123123

18. monkey

19. 654321

20. !@#$%^&*

21. charlie

22. aa123456

23. donald

24. password1

25. qwerty123

Source: Gizmodo

http://www.freerainbowtables.com/en/tables2/
http://gizmodo.com/5954372/the-25-most-popular-passwords-of-2012


Password Entropy

Image Source: XKCD

http://xkcd.com/936/


Password Entropy

Image Source: XKCD

http://xkcd.com/936/


Password Entropy

Image Source: XKCD

http://xkcd.com/936/


Storing Passwords Securely

Store the password itself

• Needed to compromise: database access

• Accounts compromised: all

• Relative ease: simple



Storing Passwords Securely

Encrypt all passwords with a key

• Needed to compromise: database & key (or lookup table)

• Accounts compromised: all

• Relative ease: medium



Password Salt

• Random data added to a password before hashing

• Protects against dictionary and rainbow table attacks

• Ensures the password is long enough to be hard to crack



Storing Passwords Securely

Encrypt all passwords with a global salt value

• Needed to compromise: database, encryption key & salt value

• Accounts compromised: all

• Relative ease: harder



Storing Passwords Securely

Encrypt all passwords with a unique salt value

• Needed to compromise: database, encryption key & salt value

• Accounts compromised: one at a time

• Relative ease: really hard

MD5 Hash

http://www.miraclesalad.com/webtools/md5.php


Image Source: XKCD

http://xkcd.com/1286/


How Secure is your Password?

https://howsecureismypassword.net/

https://howsecureismypassword.net/


Social Engineering

Image Source

Using techniques to 
compromise a system by 

exploiting the users directly 
instead of the system's 

security

https://imgur.com/gallery/uzX7r


Pretexting

Image Source: Penetration Test Lab

http://pentestlab.wordpress.com/2013/03/28/dumpster-diving/


Impersonation

Image Source: 1worder

http://1worder.com/tag/sheep/


Human Buffer Overflow

Psychological Principals: The Human Buffer Overflow. Social-

Engineer, 22 Dec. 2009. Web.  27 Nov. 2011.



Image Source: John Gosier on Flickr

http://www.flickr.com/photos/ww4f/5709154891/sizes/l/in/photolist-9GuUR2/


Phishing



419 Scams



Baiting



Threats

Image Source: XKCD

http://xkcd.com/538/


Combat Social Engineering

• User Training

• Security Protocols and Audits

• Always Questioning Everything

• Penetration Testing

• Properly Disposing of Garbage



Social Engineering in Practice

• "Capture the Flag" style contest 

• Contestant try to gain information about companies via the 
internet

• Using that information, they call the company and attempt to 
gain more information flags for points

Read the Report

https://www.social-engineer.org/wp-content/uploads/2014/01/DC21_SECTF_Final.pdf

